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Pasvaldibas Informacijas sistemas drosibas politika un parvaldiba
Parolu politika
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2. diena
» Darbs attalinafi
» E-pasta drosiba

» Jautajumi un atbildes



levads

» Darba gaita

» Par mani
» Vitalijs Grinbergs
» 17 gadu pieredze IT drosiba

» Valsts informacijas sistemas drosibas parvaldnieks (BURVIS, URIS), 2007-
2020 gads

» NBS IT specidlists, 1999-2019 gads

» Vadosais programmaturas piegades un drosibas specialists —
DevSecOps (Tietoevry Banking Latvia), 2020 - ...



levads par [T datu drosibu

Noteiktas likumi, kartibas, standarti, vadlinijas u.c.

>

>
>
>

A\ 4

ISO 27001 - IT parvaldibas standarts
PCI saime, SSF, DSS, 3DS — maksajumu karsu drosibas standarts
GDPR - Visparigais personu datu aizsardzibas regulejums

NIST — drosibas kontroles un labdkas prakses, ASV standartu un
tehnologiju institOts

CSA - makondatosanas drosibas prakses un vadlinijas
COBIT - parvaldibas, apmacibas, integracijas un kontrolu kopums



levads par [T datu drosibu

Noteiktas likumi, kartibas, standarti, vadlinijas u.c.

>

>
>

NIS2 - obligatas drosibas un incidentu pazinosanas prasibas
attieciba uz digitalajiem pakalpojumiem kritiskiem pakalpojumiem

DORA - digitalas darbibas noturibas akts, Eiropas finansu sektors

CER - pasakumus kritiskajam iestadem un infrastrukturas objektiem,
pieméram, energétikas, fransporta, telekomunikaciju, finansu vai
veselibas aprupes nozarei

CRA - affiecas uz Eiropas Savienibas digitalo infrastrukturu un
uznemumiem, kuriem ir svariga loma digitalaja vide



levads par [T datu drosibu

Noteiktas karfibas, standarti, vadlinijas u.c.
» Informdacijas tehnologiju drosibas likums
» Valsts informacijas sistemu likums

» Fizisko personu datu apstrades likums

» MK noteikumi Nr. 442

» Karfiba, kada tiek nodrosinata informacijas un komunikdcijas tehnologiju
sistemu atbilstioa minimalajam drosibas prasibodm



levads par [T datu drosibu 7

Noteiktas karfibas, standarti, vadlinijas u.c., cerf.lv dokumentacijas
paraugi

Sakums = Valsts un paSvaldibu iestadem = IT droSibas dokumentacijas paraugi

IT droSibas dokumentacijas paraugi

Ministru kabineta noteikumi Nr. 442 “Kartiba, kada tiek nodrosinata informacijas un komunikacijas tehnologiju sistému atbilstiba
minimalajam drosibas prasibam” nosaka minimalas tehniskas, dokumentalas un organizatoriskas prasibas informacijas sistému

drosibai.
Dokumentu paraugi* (piemeéri ir balsiti uz iedomatu virtualo iestadi):
Virtudlas iestades apraksts un sistému novert&jums - doc; pdf

Jautajumi un atbildes par dokumentu izstradi.
Lietotie termini.



https://cert.lv/lv/valsts-un-pasvaldibu-iestadem/it-drosibas-dokumentacijas-paraugi
https://cert.lv/lv/valsts-un-pasvaldibu-iestadem/it-drosibas-dokumentacijas-paraugi

levads par [T datu drosibu 8

» Sertifikacijas piemeri iestadem

ISO
O 27001:2022

Pc ’ CERTIFIED




levads par [T datu drosibu

» Kvalifikacijas un sertifikacijas profesiondliem

C|SM Certified in Risk c E H
| and Information
N CRISC systems Control”

T i ® (emfled Ethical Hacker
Certified Information An ISACA® Certification ClSSP

Security‘ Manager’ MAST E R

SEEIGILY yAnalyst-b - Security Professional

OSCP \SoaY




levads par [T datu drosibu

» Sertifikacijas auditi, aréjie
» PWC
» Deloitte
» KPMG
» Ernst & Young
» U.c.
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levads par [T datu drosibu

Apmacibas

» LIKTA — Latvijas Informacijas un Komunikdcijas Tehnologijas (IKT)
Asociacija

» BDA - Baltijas Datoru Akademija

» RTK — Rigas Tehniska Koledza

» DVI - Datu Valsts Inspekcija

Seminari
» Cert.lv
» Cifi

11



levads par [T datu drosibu

Vai sertifikaciju esamiba garante drosibu?

» T drosibas parvaldibas procesi aprakstiti, bet netiek ieveroti
» Sertifikacija ir tikai formalitate

» Kontroles nav piemerotas atbilstosi realajai situacijai

» Darbiniekiem frukst zinasanas par pastavoso kartibu

12



levads par [T datu drosibu

Vai drosibas pasakumu ieviesana garantée serfifikacijue
» leviestas prakses atbilst labai pieredzel, bet ne standartiem
» Raksturigi maziem uznemumiem, resursu frukumu de

» Sertifikacija nav nepieciesama
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levads par IT dc

Jautgjumize
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Datu drosibo

15



Datu drosibo

Kas tad ir datu drosibae

» Balanss starp vajadzibam, prasibam un iespejam
» Sqjuta ka dati kalpos tiem paredzetiem merkiem
Raksturipasibas:

» Konfidencialitate

» Pieejamiba

» Integritate

16



Datu drosibo

drosiba

17



Datu drosibo

Konfidencialitates raksturipasibas:
» Noteikta informacija pieejama tikai noteiktam personu lokam
» NepiecieSsamiba zinat vai need-to-know princips

» Informacijas aizsardziba pret neautorizetu piekluvi

18



Datu drosibo

Konfidencialo datu piemeri:

Personu dati

Maksajumu karsu dafi

Ligumi, vienoSanas

lepirkumu dati, pretendentu vai dalibnieku saraksti
Sistemu piekluves rekviziti

SifréSanas atslegas, paroles

Y - V V

U.C.

19



Datu drosibo

Konfidencialitate, datu klasifikacija:
» visparpieejama informacija

» lerobezotas pieejamibas

» Informacija dienesta vajadzibam
» Konfidenciala

» Slepena

» Seviski slepena

Informacijas atklafibas likums
Likusms Par Valsts noslepumu

20



Datu drosibo

Konfidencialitate, aizsardziba:
» Dafu anonimizéesana

» Vienosands par datu neizpausanu (NDA - non-disclosure
agreement)

A



Datu drosibo

Pieejamibas raksturipasioas:

» Autorizeta piekluve informacijai laika un vieta

403 Forbidden

& A | Q domain.com

Forbidden

You don't have permission to access / on this server.

Apache/2 4.39 Server at staging  domain.com Port 80

22



Datu drosibo

Pieejamibas raksturipasibas, aizsardziba:

» Sistema ir pieejama tikai darba laika, darba diends, uftt.
» Sistema ir pieejama tikai notiktam valstim

» Sistema ir pieejama tikai no sadergas ierices

» Dinamiska pieejamiba:

» Afrasanads vieta, IP adrese, MFA

23



Datu drosibo

Pieejamibas rakstunpasibas, klumes:

» Klumes del, sistema nav pieejama

awesomewebhsite.com

service Unavailable

HTTP Error 503, The service 15 unavatlable

24



Datu drosibo

Pieejamibas raksturipasibas, uzturésana:

» Planoto uzturesanas darbu del, sistema nav pieejama

7

A (8

Website under maintenance

This website is currently undergoing scheduled maintenance. We should
be back shortly.

25



Datu drosibo

Pieejamibas raksturipasibas, SLA:

» Latvija.lv lapa pieejama 99,99% gada laika:

» Gada laika sistema nebus pieejama 52 minutes

» SLA neieklauj planotos uzturesanas darbus

hitps://uptime.is/

Uptime and downtime with 99.99 % SLA

[ simple [ flexible / compare / reverse [ about f API ]

Agreed SLA level: ‘99.99 % (enter SLA level and hit the <enter> key)

= Daily: 8.6s5

= Weekly: 1m 0.48s

= Monthly: 4m 21s

= Quarterly: 13m 2.4s
» Yearly: 52m 9.8s

Direct link to the page with these results: uptime.is/99.99 (Or uptime.is/four-nines)

The SLA calculations assume a requirement of continuous uptime (i.e. 24/7 all year long) with additional
approximations as described in the source. uptime.is was originally implemented in newLISP, which had
powered uptime and downtime calculations for more than a decade.

For convenience, there are special CEO and SEO friendly links for M nines: three nines, four nines, five
nines, six nines etc.

26



Datu drosibo

Integritates raksturpasioas:

» Sistemu, programmu un datu aizsardziba pret nefisu vai launprafigu
bojasanu vai parveidosanu

Integritates nodrosinasana
» Atbilstosa datu sifresana to parraides laika
» Datu veseluma nodrosinasana to glabasanas laika

27



Datu drosibo

Integritdte nodrosindsana

» Datu validacija to ievades laika

Order Form

Linda

Email Address.

linda.johnson2gmail.co,

Credit Cand Mumiber

1234 5678 9999 1111

asl Name

Johnson

28



Datu dro§T__l

» Jautajumi

29



Pasvaldibas
INnformacijas
drositbas politika un
parvaldibd

30



Pasvaldibas Informacijas drositoas
poolitika un parvaldiba

» Informacijas tehnologiju drosibas likums
» Valsts informacijas sistemu likums

» Fizisko personu datu apstrades likums

» MK noteikumi Nr. 442



Pasvaldibas Informacijas drositoas
poolitika un parvaldiba

Nosaka informacijas sistemu veidus to funkcijas, atbildibas utt.
Nosaka fo minimalas aizsardzibas prasioas:

» Kritiskas Eiropas un/vai valsts infrastrukturai

» VIS Savietotajas un ta noteikumi, piemeram latvija.lv

» VIS noteikumi



Pasvaldibas Informacijas drositoas
poolitika un parvaldiba

MK noteikumi Nr. 442

Sistemu klasifikacija pec drosibas klasem, pieejamiba:
» A —sistemas darbibas partraukums < 4st menesi

» B —sistemas darbibas partfraukums < 24st menesi

» C —sistemas darbibas partraukums > 24st menesi

33



Pasvaldibas Informacijas drositoas 34
poolitika un parvaldiba

/“Availabi |ty

\ZL/L

Ka jus raksturotu datu pieejamibu?

lerakstiet ludzu Catd savu variantu



Pasvaldibas Informacijas drositoas 35
poolitika un parvaldiba

Datu pieejamibas piemeri:
» Inferneta pieejamiba
» Sistemas pieejamiba

» Maksajumu pieejamiba

» Pakalpojuma pieejamiba



Pasvaldibas Informacijas drositoas
politika un parvaldibo

MK noteikumi Nr. 442
Sistemu klasifikacija pec drosibas klasem, integritate:
» A, B, CIlimeni

36



Pasvaldibas Informacijas drositoas 37
politika un parvaldibo

Ka jus raksturotu datu integritatie

lerakstiet ludzu Catd savu variantu



Pasvaldibas Informacijas drositoas 38
politika un parvaldibo

Datu integritate
» Algu saraksti
Personu dati

Lietvedibas datu baze
Uzticamas dafu rezerves kopijas
U.c.



Pasvaldibas Informacijas drositoas
politika un parvaldibo

MK noteikumi Nr. 442
Sistému klasifikacija péc drosibas klasem, konfidencialitate:
» A, B, Clmeni




Pasvaldibas Informacijas drositoas 40
politika un parvaldibo

G
Ka jus raksturotu datu konfidencionalitatie

lerakstiet ludzu cata savu variantu



Pasvaldibas Informacijas drositoas 41
politika un parvaldibo

Datu konfidencionalitate
» Slepena
» Sensitivi personu dati

» Paredzeta tikai noteiktam personu lokam



Pasvaldibas Informacijas drositoas
poolitika un parvaldiba

MK noteikumi Nr. 442
Sistemu klasifikacija pec drosibas klasem:

» ja sistemai pieskirtas tris B drosibas klases vai vismaz viena A

drosibas klase, sistema ir uzskatadma par paaugstinatas drosibas
sistemu

» lerakstiet l0dzu cata ar kuru sistémas klasi, péc jusu domam, jus
stradajat ikdiena

42



Pasvaldibas Informacijas drositoas
poolitika un parvaldiba

NVA - BURVIS
UR - URIS

43



Pasvaldibas Informacijas drositoas 44
poolitika un parvaldiba

VIS normativo dokumentu baze

>

>
>
>

Sistemas drosibas politika
Sistémas drosibas iek§éjie noteikumi, (tikai paaugstinatas drosibas sistémam)
Sistémas lietosanas noteikumi, (tikai paaugstinatas drosibas sistemam)

Sistemas drosibas riska parvaldibas plans, (tikai paaugstinatas drosibas
sistemam)

Sistemas darbibas atjaunosanas plans, (tikai paaugstinatas drodibas sistémam)
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Parolu politika

K& ieviest drosu un vienkarsi parvaldamu parolu sistemu?

46



Parolu politika 47

Password

leliekat + cata ja lietojat kadu parolu parvaldibas
programmu, parluku, citu aplikaciju

leliekat = Catd ja nelietojat parolu parvaldibas
programmu



Parolu politika

Jazina paroles prasibas uznemuma.
To parasti nosaka Lietosanas noteikumi.
Parasti:

» 8-9 simbolus gara, satur 3 simbolu grupas, tfermins 20 dienas

48



Parolu politika

Vai lietot vienu sarezgitu paroli visurg

Sarezgita parole:

4 simbolu grupas: cipari, mazie, LIELIE burti, sp@cidlie $imboli
IQAZ@WSX3edc

Gara dazadu nesaistitu vardu parole:
Zirgi sk@pis div1 viens

49



Parolu politika 50

https://www.security.org/how-secure-is-my-password/

Zirgi sk@pis div1 kas IQAZ@WSX3edc

How Secure Is My Password?

£ The #1 Password Strength Tool. Trusted and used by millions.

It would take a computer about

34 thousand years

to crack your password



https://www.security.org/how-secure-is-my-password/

Parolu politika

https://www.security.org/how-secure-is-my-password/

Marts151%

ol


https://www.security.org/how-secure-is-my-password/

Parolu politika

Ko darite

lzmantot parolu glabasanas programmas, aplikacijas

Programmaturas instalaciju jasaskano ar drosibas specialistu.

KeePass

52



Parolu politika 53

lzmantot parolu generé&sanas un glabasanas iespéjas parlokd vai mobilajd
lerce

& Mozilla Support k0. /Home/Index

€ (P& hitps://support.mozilla.org/en-US/Hpa=1 S Save password
: Microsoft Edge will save and fill your password for
’ Would you like Firefox to save this login for this site next time.
mozilla.crg?
Om Save password?
wymette
crsEEEEE Username email@email.com
[] Show password Cancel

Password ssssssss -
rurveErerea | G0




Parolu politika

lzmantot parolu generé&sanas un glabasanas iespéjas parlokd vai mobilajd
lerce

More security, for = Google Authenticator

all your accounts -

101186

376 892

EEER EN'EE Bm n

975 805
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Parolu politika

Izmantot savu parolu sistemu
» Sadalit paroli dalas: statiska dala, piederiba, mainigd dala
M@n@BANKAO2@$

@ BANKAO2) @

99



Parolu politika

Izmantot savu parolu sistemu un kombinet tas
» Sadalit paroli dalas: statiska dala, piedernba, mainiga dala
M@nN@BANKAQO2)@

How Secure Is My Password?

@ The #1 Password Strength Tool. Trusted and used by millions.

It would take a computer about

2 million years

to crack your password

96



Parolu politiko

Kur vien iespejams izmantot daudzfaktoru autentifikaciju, MFA

Multi-Factor Authentication

Access

S/



Parolu politika

Kas ir MFA¢

» ko eszinu—-PAROLE

» kas man ir — aplikacija, elD, e-paraksts mobile, SmartlD, u.c.
» kas esmu — biometrijas dafi

» kur es atrodos — lokacijas dati

58



Parolu politika

lzmantot savu parolu sistemu un kombinet tas:
» Saglabat paroles parluka un izmantot daudzfaktoru autentifikaciju

» Kuriespejams izmantot oficiali atzitus autentifikacijas pakalpojumu
sniedzejus:

» E-paraksts mobile
» Smart-ID

» MS vai Google authenticator

59



Parolu politika

Nosacijumu piekluve, Conditional access

User attributes
User identity 7
Group memberships Microsoft Azure
Muilti-factor authentication (MFA

Devices

Registered

Managed by Intune
Compliant with policies
Not lost/stolen

] Office 365

Application 000
Per-service ‘
Conditional access
“ control in Azure Active
Directory
Network

Inside corp. network
Qutside corp. network




Darbs attalinat

61



Darbs attalinati

Sie ieteikumi palidzés nodrosinat, ka josu darbs no majam bds dross un
sasniegs informacijas drosibas prasibas

62



Darbs attalinati

Vaiir iespejams veikt darbu attalinati?

Jazina vai Informacijas sistema pieejama:

» fiki darba vieta

» no speciali tam darbam sagatavota datora

Seviska lietvedibaq, klasificeta informacija u.c. ierobezojosie faktori

63



Darbs attalinati

VeV V VvV V¥

Izveidojiet drosu un atjauninatu fikla savienojumu
Aizsargaqjiet savu datoru

lzTnantojiet drosu pieslegsanos

AizsargQjiet savu darba informaciju

Uzmanieties no phishing uzbrukumiem
Nodrosiniet savu darba vietu

Regulari veiciet datu dublesanu

64



Darbs attalinati

Izveidojiet drosu un atjauninatu fikla savienojumu
» lzvelaties uzticamu WiFi tiklu, majas, darba, hotspot (mobilais tiklqjs)
» Nomainiet majas rutera noklusejuma paroli

» Atjauniniet rUtera programmarturu

65



Darbs attalinati

lzveidojiet drosu un atjaunindtu fikla savienojumu

» Nomainiet majas rutera nokl

Wi-fi routers vulnerable to default logins attack

The percentages of internet-connected wi-fi routers that could be accessed using tl
These are the best-selling wi-fi routers on Amazon.com as of June 2021.

Asus RT 0.0%
MikroTik 0.0%
Westell 61006 B osx
ZyXEL VSG1432 0.4%
Huawei HG532e B o
TP-Link N300 2.8%
Linksys E2500 29%
Thomson SpeedTouch 585i 4.4%
Netis WF2419 RTK 13.5%
ZTE ZXV10 15.6%
XFinity 17.5%
NetGear Ethernet Plus Switch [RESREES

Router model
Asus RT

MikroTik

Westell 61006
ZyXEL VSG1432
Huawei HG532e
TP-Link N300
Linksys E2500
Thomson SpeedTouch 585i
Netis WF2419 RTK
ZTE 2XV10

XFinity

MetGear Ethernet Plus Switch

Successful logins
0.00%
0.00%
0.40%
0.40%
1.00%
2.80%
2.90%
4.40%
13.50%
15.60%
17.50%

18.30%




Darbs attalinati 67

Izveidojiet drosu un atjaunindtu fikla savienojumu
» Ka atjauninat majas rutera programmaturu un homainit paroles

Router's Label

YOO XX
WiFi Network Name MAC: XXXXXXXXXXXXX Serial: XXOOOOKXXXXX
WiFi Security Type:

W iFi )
@ﬁf;;fm; XXXXXXXX-XX
ministrator Usern

Administrator Pa
TV Network: 1 }9.0.9.9.6.9.4.0.0 .

For technical support please contact Ci

e (| []])
e

ms and/or GPL like licenses. Plea

s v T »
ZY>\ ELCommunications Corporation Des;gned by Zyxel in Taiwan. Assembled in China.


https://www.zdnet.com/home-and-office/networking/how-to-update-your-routers-firmware/

Darbs attalinati

Izveidojiet drosu un atjauninatu fikla savienojumu
. o '*\‘;‘:/n ; Logout
SNl atelayd NETGEAR genie N R

Firmware Version
V1.0.2.54_1.0.56

nokluseju [ Basc | ADVANCED i A routr imware upgrace is avaiable. _ English v

2.4GHz Basic Settings

Network Name(SSID) My ZTE Wi-Fi

+/| Broadcast SSID

irc

All the wireless client device is completely isolated
ord

Security Mode WPA2(AES)-PSK a rd Recovery

Display Passwaord

Max Station Number a2




Darbs attalinati

69

Izveidojiet drosu un atjauninatu fikla savienojumu

Check For Updates

Channel: |stable

Installed Version: |7.13.3
Latest Version: |7.13.3

version 7,13, significant chand

wireless packages. This is done due to a new prod

require more disk space for hardware drivers so we had to split
products alongside the new ones. More wireless packages are

1. When upgrading by using "checkforupdates”, all versions |
7.12 as the latest available version. Uparade from v7.12t0 w7.
done through 7.12 in order to convert wireless packages auton
Netinstall or manual package installation works in the same ma

2. Drivers for older wireless and 60GHz interfaces, as well as th
CAPsMARN, are now part of a separate "wireless” package inst
bundle package. This package can be uninstalled if not neede

3. The existing "wifiwave2" package has been divided into dis
and "wifi-gcom-ac”, and the necessary utilities for Wik manage

Router05 bundle. Router0S and "wifi-qgcom-ac” packages alo
16ME flagh memory.

‘What's new in 7.13.3 (2024-Jan-24 15:16);

") dns -fixed DNS service crash when DoH used (introduced ir
") fetch - fixed fetch when using "src-path” with SFTF mode (in
*)fetch - less verbose logging {introduced in v7.13);

*) health - show voltage when powering KNOT R through Micn

System is already up to date

» Parbaudiet vaiir nieeiami ritera atjaguningjumi

- | NETGEAR

] R6080

Router Firmware Version
V1.0.0.42

ADVANCED English

D-Link

< Home
Building Networks for People

Firmware Update
Advanced

Local Update

Firewall ) )
Q@ current firmware

Remote Update

Remote s RL

fwupdate.dlink.ru

@ Check for updates automatically
CHECK FOR UPDATES

CHOOSE FILE... File is not selected

¢ System

Configuration

Firmware Update

Log




Darbs attalinati

8 Pulse Secure
Izveldojiet (e

» Pieslegs

» Lietojiet
8 Pulse Secure

Advanced detalls: VPN

N LMe remaning

[ ] Automatically refresh

Refresh

vienojum
1 paplasi
\epiecies

/0

— Profiles 1=

CONNECTED

@ test-server

CONNECTION STATS

3.2KB/s
I

‘r 0 KB/S

00:00:52 7 sec ago

YOu
esther.howard 0



Darbs attalinati

Izveidojiet drosu un atjauninatu fikla savienojumu

» Starpniekservera izmantosana

PC-Duo PC-Duo Terminal Services

Master Gateway
(Control Consoba)

A —

,1

RDPorlCA
clisplay protocols

AGENTS

endusers)

/1



Darbs attalinati

AizsargaQyjie

» datora
piedav

Use Windows Hello with your
account

Your organization reguires you to set up your work or
school account with Windows Hello Face, Fingerprint, or
PIN.

If you've already set up Windows Hello on this device,
we'll automatically add it for this account. You may be
asked to re-verify with Windows Hello.

If your organization requires a more complex PIN,
Windows will prompt you to change it.

/2



& Pasreizéjie apdraudéjumi

Paireizéjo apdraud&jumu nav.

Pédéja skenésana: 07.02.2024 04:44 (atra skenésana)
Atrasts(i) 0 apdraudé&jums(i}.

Skenésanas ilgums: 16 mindtes 17 sekundes

20637 skenétie faili.

Windows drosiba

Isuma par drosibu

| Noskaidrojiet, kada ir jisu ierices drogiba un darbspéja, un veiciet
nepieciefamas darbibas.
O - - . -
{2)
) SkenéZanas opcijas (M Ugunsmdara un tikla aizsardziba
L)
o Q @) Atlautie apdraud&jumi Lietotaji un programmas, kas var piekldt jasu tikliem.
p
g Aizsardzibas vésture
Pretvirusu un pretdraudu Konta aizsardziba
aizsardziba Nav javeic neviena darbiba. - -
= Nav javeic neviena darbiba. & Domena tlkls
@ Pretvirusu un pretdraudu aizsardzibas iestatijumi = Ugunsmurisir ieslégts.
& i g av javeic neviena darbiba.
D

10 Privatais tikls

Ugunsmdris ir ieslégts.

Parvaldit iestatijumus

Programmu un parldku lerices drogiba
vadiba Skatit statusu un parvaldrt

Nav javeic neviena darbiba. aparatiaras drogibas lidzeklus.

~ Pretvirusu un pretdraudu aizsardzibas
cq,° 'CL ) ~ atjauninajumi
o’

2 Publiskais tikls (aktivs)

Ugunsmuris ir ieslégts.

Drosibas informacija ir atjauninata.

Gimenes opcijas Aizsardzibas vésture o
Parvaldiet to, ka jusu gimene Skatiet jaunakas aizsardzibas PEdEja atjauninasana: 07.02.2024 04:44
izmanto savas ierices. darbibas un ieteikumus.

Aizsardzibas atjauninajumi



Darbs attalinati

Aizsarc
B

atjauni

Settings

I'I -_r

Fi’ml a setting |

)

rd
=

é

Home

System

Bluetooth & devices
MNetwork & internet
Personalisation
Apps

Accounts

Time & language

Windows Update

You're up to date
‘, Last checked: Yesterday, 23:49 1 Check for updates

More options

<

00

Get the latest updates as soon as they're available
Be among the first to get the latest non-security updates, On ‘)
fixes, and improvements as they roll out. Learn more

Pause updates Pause for 1week  ~

Update history >

Advanced options
Delivery optimisation, optional updates, active hours, other update >

/4
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Aizsargdijiet sava datora operaetgjsistemu veicot tas pieejamo
atjauningjumu parbaudi MAC OS

General
. About
w Software Update

. Storage

Software Update

@) AirDrop & Handoff

&= LoginItems 7,. Checking for updates...

Language & Region

=y Date & Time

{P¥ General

7N Sharing Software Update Automatically keep my Mac up to date

| ()] Appearance
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B® Microsoft
donald.duck@m365securitylabs.onmicrosoft.com

Approve sign in request

© Open your Authenticator app, and enter the
number shown to sign in.

85

No numbers in your app? Make sure to upgrade to
the latest version.

can't use my Microsoft Authenticator app right nov

More information

Are you trying to sign in?

m365securitylabs
Donald.Duck@m365securitylabs.onmicro
soft.com

Enter the number shown to sign in.

App
OfficeHome

Location
North Holland, Netherlands

. «Zwol
Lelystad 20

Amsterdam g
All
+.Apeldo

The Hague , Utrecht, Legal

I

85|

No, it's not me

/6

Google Authenticator

032 511
115 639
712 988
158 185

540 809

796 919
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lzmantojiet drosu pieslegsanos

» Sekojiet drosam savienojums

c o £ https://mirrors.ctan.org/macros/latex/contrib/leaflet/leaflet-manu- === & ¢

£+ Most Visited G Google @ Unicode code convert... @ Unicode String Analyz... €) Create a new branch... @ A

WEIIEMPotential Security Risk Ahead

Firefox detected a potential security threat and did not continue to mirrors.ctan.or
could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve
administrator about the problem.

Learn more...

Go Back (Recomn

o
€3 cC

Your connection is not private

Attackers might be trying to steal your information from expired.badssl.com
(for example, passwords, messages, or credit cards). Learn more

NET::ERR_CERT_DATE_INVALID

Hide Advanced

This server could not prove that it is expired.badssl.com; its security certificate expired
1,713 days ago. This may be caused by a misconfiguration or an attacker intercepting your
connection. Your computer's clock is currently set to Friday, December 20, 2019. Does that

look right? If not, you should correct your system’s clock and then refresh this page.
Proceed to expired badssl.com (unsafe)

Back to safety
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@ Lance - Personal

AiZS ® New TN Sort

> € < » v~ /N @ > Lance - Personal @ Your files are synced

Lance - Personal
v @ Lance - Personal | - -

Desktop 197.2 GB used of 1 TB (18%)

o (<] (+]
Downloads Desktop Downloads Excel
Spreadsheets Manage storage
Excel Spreadsheets

a Music m

Pictures

2 . (-]
PowerPoint Presentatio
werPoint Pr ions Websites Word Personal Vault

Videos Documents

Websites

Word Documents

@ Word Documents

10 items




Windows drosiba

Aizsardziba pret

izspiedéjprogrammatdru

Aizsargajiet failus no apdraudé&jumiem, pieméram,
izspiedéjprogrammatdras, un uzziniet, ka atjaunot failus uzbrukuma
gadijuma.

Kontroléta piekluve mapém

Aizsargajiet failus, mapes un atminas apgabalus sava iericé no
nesankcion&tam izmainam, ko veic nepiemérotas programmas.

@@ o 2

Bloké&t vésturi

Aizsargatas mapes

Atlaut programmas darbibu, izmantojot kontroléto piekluvi

mapém

Datu atkopsana péc izspiedéjprogrammaturas
uzbrukuma

lesp&jams, varésit atkopt failus Sajos kontos izspiedéjprogrammat(iras
uzbrukuma gadijuma.

lestatiet OneDrive failu atkop3anas opcijam izspiedé&jprogrammatiras
uzbrukuma gadijuma.




Darbs attalinati

Uzmanieties no pikskeresanas uzbrukumiem

» Pdarliecinieties, ka e-pasts ir no uzticama avota, pirms atveriet
pielikumus vai sekojiet pievienotam saitem

30
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Uzmanieties no pikskeresanas uzbrukumiem

» Saites no nezindmiem avotfiem

B® Microsoft Office 365

© &I

We've detected an unsafe link. Outlook has detected
an unsafe link.

We recommend that you do not continue,

Return to Qutlook

& Return 10 Qutlook

Continue anyway (not recommended) »

& Microsoft Legal Privacy Feedds
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Nodrosiniet savu darba vietu

» lepazities ar noteikumiem par darbu no majam

» Kadas ierices atlauts izmantot, tikai darba dators, majas dators, jebkads
dators

» Datora atbilstioa minimalajam drosibas prasibam

» Virtudlo sapulcu noteikumi, fons, logo utt.

32



Darbs attalinati

Nodrosiniet savu darba vietu
» Parliecinieties, ka jusu darba vide ir privata
» Apmekletaji nevar pieklut jusu darba datoram vai dokumentiem

33
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Regulari veiciet datu dublesanu

» Atkariba no datu klasifikacijas tiem piemero atbilstosos datu

dublesanas pan

» Dati, kuri gl
> DO.H, kuri gl Home T Upload v ES Editingridview £3 Sync 5] Add shortcut to OneDrive Kl -BS

|<O i'(_] m Conversations
) ) ocuments { ;__.:' vecent
» Datfi, kuri gl

Shared with us [ Name Modified Modified By

w Microsoft Teams

Sl IareF‘ .il || D Veckardatr ot C.49 DA tlanns .
Notebook Cars Vesterday at 5:42 PM Henty Longe
J  Downloads

3 2 = . Yesterday at 5:42 PM Henry Legge
Pages Food (=) : eroay y Legg

;’Important Links

Site contents Cloud storage

& OnsDrive

“Videos About an hour a go

Recycle bin

al o

O ne D rive GOOg|e Diive Edit
for Business
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Nesaderigas ierices

1) Office 365

=- Microsoft

Get access to this resource

Thist dissice G0t nOL Mess1 Your OngariEation’s
R

iphanoe requeraments. Cpen you organizakion’s

Termd of e Provly Bcodloes - ..

85
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E-pasta drosiba

Mestulu o
AVOTS:

Ka jums Sk

Lt
=
=]
[
-
™
o
[l

Percentage «

2011 2012

2014

2015

201@

2017

2018

2019

50.37%

[T

87


https://www.statista.com/statistics/420400/spam-email-traffic-share-annual/#:~:text=Spam%3A%20share%20of%20global%20email%20traffic%202011%2D2022&text=In%202022%2C%20nearly%2049%20percent,e%2Dmails%20has%20decreased%20significantly.

E-pasta drosiba

Samazingjums dé| e-pasta drosibas protokolu ieviesanas:
» DMARC

CERT.lv rekomende ieviest So droso praksi, avots

Valsts iestadem DMARC obligats, MK Noteikumi 442. 15.15.p.

https://en.wikipedia.org/wiki/DMARC

83


https://cert.lv/lv/2020/05/e-pastu-drosiba-aizsardziba-pret-izejoso-e-pastu-viltosanu
https://en.wikipedia.org/wiki/DMARC

E-pasta drosiba

Kapec tas ir svarigie

» Lietotqjs ir pieslegts ieksejam tiklam

» Lietotqjs ir cilveks kuram ir emocijas

» Lietotajam ir kaut kadas fiesibas sistema

» Lietotqjs ir saistits ar citiem ieksejiem lietotgjiem

389
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Draudu merki:

» Naudas izspiesana
» Launaturas piegade
» Datu izpausana

» U.c.

70
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BB Microsoft
B Security

Total Emails (Inbound)

102K

Total Emails Reported by Users

223

Total Emails removed by ZAP

16

Top 15 Targeted Users (Malware + Phish)

Microsoft Defender for Office 365

Detection Overview

Total Emails (Intra-Org)

99K

Total Emails with Malware Threats

1426

Total Emails Removed by Manual
Remediation

5799

10/09/2022

10/10/2022

O

Total Emails (Outbound)

117K

Total Emails with Phish Threats

8160

Total Emails removed after
Detonation Analyis

127

Total Emails by Original Delivery Location

O

Total Emails detected as Malicious

16K

Total Emails with Spam Threats

14K

Malicious Emails Allowed due to
Admin Configuration

363

Deliverylocation
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PikSkeresanas piemers

Hacker

4. Hacker uses victim’s
credentials to access
private information

Original Website

1. Attacker sends phishing mail to target

3. Hacker collects
important credentials

Phishing Website

2. Victim clicks on Phishing
link and visits fake website

92
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Launaturas piegades piemers

Delivery Installation Payload

) L
o] e

AdFind RDPEnable
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Ka atskirt sliktu e-pastu:

» Vaisis e-pasts ir gaidits, vai negaiditse

» Vaie-pasta valoda ir korekta, vai tomer manamas divainibase
» Vaie-pasta sutisanas laiks ir ierasts, vai aizdomigse

» Vai e-pasta vestijums satur steigas vai potencidalu draudu noradi?

94



E-pasta drosiba

High-severity alert: Phish delivered due to tenant or user override » Inbox x

Microsoft <microsoft@email-records.com> 4:22 PM (14 minutes ago) f{ -
tome ~

1] Office 365

A high-severity alert has been triggered

Phish delivered due to tenant or user override

Severity: — High

Time: 01/22/2021

Activity: Protection

Details: 1 message hit on 2aec-43aa-a943-08d7333445aee-1065783939474734-1, sent by Unknown to at time 01/22/2021 9:22 PM.

View alert details

Thank you,
The Office 365 Team

me Microsoft

One Microsoft Way
Redmond, WA
98052-6399 USA
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pikSkeresana

amazon Refund Notification

Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
information

REF CODE:2550CGE

You are required to provide us a valid billing address
Click Here to Update Your Address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.
Amazon.com
Email ID:

96



E-pasta drosiba

pikSkeresana

Email De-Activation Request < Warning >

&) Reply All

P . . . . . : -
(i ) If there are problems with how this message is displayed, click here to view it in a web browser.

Hi | aimisseneige—

We have received your Email account deagtivation request and this re f_ftt"

request was made accidentally or by mistake or you have no knowledge, ’ :
now However, if you do not cancel this request,your account will be shu;it-me
lost permanently

Click or tap to fnllnw link.

CANCEL DE-ACTIVATION HER

Thanks Internet headers C_BODY_TEXT_LIME,
Zimbra Portal ! URIBL_BLOCKED autolearn=no autolearn_force=no version=3.4.6
Received: from unknown (HELO mail.ogresnovads.lv) (94.100.9.4)
by srv-mail-gw with SMTP; 20 Dec 2023 02:43:58 -0000 .

Tresd. 2023.

— Forward sas

gada .20.12 00:5]

ours ,If this
he request

97



E-pasta drosiba

Imk~<

LMT / Klientu balvu programma

L}@ Apsveicam!

17 nexatph 2023 1. )
Katru diens més péc nejausibas principa |zv&lamles dazus lletotajus, kun pledalisies apiauja,
Preti més vinlem dodam iespé sanemt vertigu davanu no mums val mdsu spansoriem. S aptaufa [au] mums Bbak
Izprast mOsu fietotajus, novertsl musd slipras un vajas puses un uzlabot ietotaju pieredal, zmanioet mosu
pakalpojumus 4
Tas aizpem ne valrak ka 30 sekurdes jisu laika.
Jus varat laimét jaunu iPhone 15 Pro Max, Samsung Galaxy $23 Ultra vai MacBook Pro. Viss, kas jums [adara, i¥
Jaatbid vz daZiem @autajumiem,

Atcerieties: 30 ieligumu sanama 10 nejaus! izveleli lietotdji, davinajumu skalts Ir lerobeZets,

JOsU icita ¥ 3 minGtes un 28 sakundes fal BWAdEIU UZ 1313k minétajiem Jautajumiem, pirms mEs nodosim davanu
citam laimigajam uzvarétdiam! Velksmi!

Cik ilgi esat LMT lietotajs?

Mazak neka gadu

Vairak neka gadu

Vairak neka divus gadus

B bite

Bite / Klientu balvu programma

Apsveicam!
December 15, 2023
katru dienu més pec nejausibas prncipa izvelamies daZus lietotajus, kun piedalisies aptau)a.

Preti més viniem dodam iespéju sanemt vértigu davanu no mums vai misu sponsoriem. 51 aptauja layj
mums labak izprast masu lietotgjus, novértét mosu stipras un vajas puses un uzlabot lietotaju peredz,
IZmantojot misu pakalpojumus.

Tas aiznem ne vairak ka 30 sekundes j0su laika.

Jis varat laimét jaunu iPhone 15 Pro Max, Samsung Galaxy 523 Ultra vai MacBook Pro. Viss, kas
Jjums jadara, ir |aatild uz daziem jautaumiem.

Atcerieties: So ieligumu sanéma 10 nejausi izvealat etota), davindjumu skaits ir ierobeZots.

Jasu rMmeiba ir 2 mindtes un 27 sekundes lai atbild&tu uz talak minétgjiem jautdjumiem, pirms mas
\ nodosim davanu citam laimigajam uzvargtajaml Veiksmil

Cik ilgi esat Bite lietotajs?

Mazak neka gadu

Vairak neka gadu

Vairak neka divus gadus
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Uzmanieties no pikskeresanas uzbrukumiem

» e-pasta pielikumi kuros:

» Steidzami kaut kas jaizdara
» konts fiks blokéts
» Aizdomigas darbibas ar jusu kontu

» Apvaino, draud

» Vieglas naudas iegusanas piedavajums

99
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Launaturas piemeri

iNDoOxX &R Maill

e-pasts amigos
eng lat rus ¢

inbox.lv veikals
i(".\Pérbaudit e-pastu QRaksﬁt e-pastu lﬁKontakti Mapes | QUzstédijumi | ' Meklét

lendkosie: rekins par pakalpojumiem (1 no 1) =
Izdzést | Atbildét Parsatit Parvirzit  Zipojuma avots | Drukat | Zipot par Spamu

-
No: janis.kalnins janis.kalnins@gmail.com fdpievienot kontaktiem W lzveidot filtru

&V
Kam: janis.berzins@inbox.lv --.]Fﬂi:vuenct kontaktiem

pala(s)] /- template.odf 251kB [ Lejupieladat
D Lejupieladét visus pielikumus ka ZIP arhivu

skat. pielikumu

Izdzést | Atbildét Parsutit Parvirzit | Zinojuma avets | Drukat | Zipot par Spamu
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Ko darit ja sanemts «slikis) e-pasts:

Send / Receive Folder View Help Q Tell me what you want to do

S lgnore [@ E <_IZI @ E [=] Meeting I\/Tove to: ?. —2 To Manager

' Clean Up ~ SR Lo e : 2 v Done
t \ — 7
5 Junk v BE REI g Zﬁly HERt ‘ 0 More ~ B Reply & Delete 4?7/ Create New

0]
Delete Respond | 7] Forward as Attachment %l by Steps
<

Search Current Mailbox v ( orward as Attachment (Ctrl+Alt+F)
Sendll ly U WwUuLivun.wui i

Focused Oth By Date v
Sudip Majhi <!

Other: New message (1) .
o

Apple

Three Weeks Ago @ You responded on Thursday, February 6, 2020

Sudip Majhi —, This is a test message.

Sending from Outlook.com 17/01/2020
This is a test message.
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Ko dart ja sanemits «sliktsy e-pasts:

Home View Help

@ Report phishing

Favorites % Report junk
i Inbox
> Sent ltems
T Deleted ltems
Add favorite
Folders

- B4 Inbox
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Ko darit ja sanemts «slikis) e-pasts:

5 Ignore x . . e Meeting
” <_ (- -9 u.. IM -
Delete Reply Reply Forward __

@Junk ~ e—— = More -

Clean Up ~

)
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<Hr;]m?;{c¥ C@w red

Apmacibu platformas

HOXHUNT

INFOSEC I1Q

proofpoint.

Security Awareness Training
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Apmacibu platformas

Leaderboard

Quarter 12024

All countries

1 Denmark

2 Slovakia

3 United Kingdom

4  Germany

5 France

6 Latvia

82%

77%

75%

75%

74%

1%

See all

105
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Apmacibu platformas

Feb 15, 2024

Brenden Dach has shared
report_internal_security_2024.pdf with
you

Feb 5, 2024
Parking violation 02/02/2024

Jan 22, 2024

Attack Alerts Deactivated

Jan 15, 2024

Issues with multiple accounts

Jan 8, 2024
Meeting invite: Strategical Security
meeting

Jan 2, 2024

Novaresults
(documents@novaresults.com) has
sent you a protected message

Dec 27, 2023
Vitalijs, people are looking at your
profile

Reported

Reported

Reported

Reported

Reported

Reported

Reported

B %h®

EH %ew%

TR %

EH wew



Draudu veidi
» leksejie
» Argjie

107
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Draudu veidi. leksejie

Darbinieks apzinati veic destrukfivas vai neatlautas
darbibas

» lekseja spiegosana

» Datu nopludinasana
» Datu izpausana
» Launprafiga dienesta stavokla izmantosana
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Draudu veidi. leksejie

Ne w & - 1o
Darbinieks neapzinati veic destrukfivas vai neatlautas (‘v V@ 8\
darbibas 8@* (¢ ) 8 (&
@O0¢’

» Zinasanu frukums

» Neuzmanibad
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Draudu veidi. lekséjie. Ka pasargaties
» Regularalomu, risku, ievainojamibu caurskatisana
LietotQju akftivitasu uzraudziba, netipiskas aktivitates

Papildus kontrolu ieviesana, 4 acu princips

Darbinieku rotacija
Apmacibas, instruktazas



Draudu parskafts

Draudu veidi. Aréjie.

» Sistemu ievainojamibas
» Konfiguraciju parvaldiba
» Destruktivas darbibas

111
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Sistemu ievainojamibas. Nepietiekama ievainojamibu parvaldiba
» Laiciga noteiksana

» Klasifikacija

» leldpu uzstadisana

» Parbaude, atkartota testesana



Draudu parskafts 13

Sistemu ievainojamibas. Konfiguraciju parvaldiba
» Sistemu konfigurdciju parbaude, automatizacija
» Konfiguracijas validacija, 4 acu princips

» Integraciju testi, savietojamiba



Draudu parskafts

Sistemu ievainojamibas. Destruktivas darbibas
» DDoS uzbrukumi
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"Q SHODAN Explore Downloads Pricing & product:PostgreSQL country"LV" 1 Q Account

TOTAL RESULTS

214 2

a0 View Report (1D View on Map

Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to.

TOP CITIES 136.169.46.164 2024-02-17T03:59:21 223285
Riga 190 o POStEreSOL
= Latvia, Riga FATAL: no pg_hba.conf entry for host "224.123.157.23", user "postgres”, database "templatee™, SS5L off
Pinki 15
o database
Salaspils 4
Daugavpils 1 195.13.203.120 2024-02-17T02:52:55 650748
SM, SIA PostgresgL
Jelgava 1 = Latvia, Riga FATAL: no pg_hba.conf entry for host "224.136.243.158", user "postgres”, database "template@”, sS5L off
More database
R 80.233.166.68 2024 02-17T02:39:56.496412
SIA Tet 30 Stream Net Ltd &) SSL Certificate PostgresgL
= Latvia, Riga Issued By: fe_sendauth: no password supplied
SIA VEESP 30

- Common Name:

database self-signed

RETN Baltic, SIA ' localhost
lesued To:
CloudHosting Data Center 5 - Common Name:
lecalhost
GARMTECH LP ]
More

P P A N e
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% SHODAN Explore Downloads Pricing &2 mikrotik port:80 country:"LV" 1 - Account

e
640

TOP CITIES RouterOS router configuration page [ 2024-02-17T04:10:19.680381

86.63.188.138

0 View Report (I View on Map

Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to.

ngﬂ 521 HTTP/1.1 288 OK

ly CRM connection: Keep-Alive
Pinki 74 == Latvia, Riga content-Length: 7e64
Content-Type: text/html
Marupe 24 Date: Sat, 17 Feb 2824 84:18:19 GMT
I Expires: @
Liepaja 10
Tukums 2
MikroTik Routeros:
More... version: 6.44.6 3
TOP ORGANIZATIONS
SIA Tet 147 RouterOS router configuration page [ s as 51
213.21.221.135 HTTP/1.1 208 OK
Latvijas Mobilais Telefons SIA 56 Skygroup Tech Connection: Keep-Alive
= Latvia, Riga content-Length: 7@es
Baltcom SIA & Content-Type: text/himl
Telenet SIA 40 Date: sat, 17 Feb 2824 83:53:33 GMT
Expires: @
Tele? Latvia 34
More... S ——

ikroTik Routeros:
version: &£.49.8
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Launpratigas programmaturas piemeri
(VN

Spiegu programmas

Datu sifretaiji

|dentitates zagli

U.c.
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Launpratigda programmatura

» Nodart kaitejumu

» Parnemt kontroli talakai izmantosanai
» Sifrét datus lai izspiestu naudu

» Nozagt datus, intellektualais ipasums



Draudu parskafts

Launpratic i

== Windows Defender
Nodarit kc

)( Potential threat details

Applying your actions...
This might take a few seconds.

Detected items
£ Trojan:Win
£ Trojan:Win3

20 =

er:Win32/Sasquor

Fecommended action

Remowve
Remowve
Remowve

Remave

Show details == Apply actions

S and spyware derinimons

L ]

119
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Launpratigd programmatura.

Parnemt kontroli talakai izmantosanai

/ APi@\ Malware

8

Botnet

Attacker Command & Control
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Launpratigd programmatura.

Parnemt kontroli talakai izmantosanai

TECH / GOOGLE

Google removes 300 Android apps that
secretly hijacked phones for DDoS

/ The Google Play apps offered
services including storage
managers, ringtones
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Launpratigd programmatura.

Parnemt kontroli talakai izmantosanai

BLEEPINGCOMPUTER f ve o G

NEWS - TUTORIALS ~ VIRUS REMOVAL GUIDES ~ DOWNLOADS ~ DEALS ~ VPN

Home > News » Security > Russian hackers use fake DDoS app to infect pro-Ukrainian activists

Russian hackers use fake DDoS app to infect pro-Ukrainian

aclivists

By Sergiu Gatlan July 18, 2022 01:06 PM
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Launpratiga programmatura.

v

Sifret datus

Payment will be raised on

SM672017 00:47:55

Time Left

Your files will be lost on

5202017 00:47:55

Time Left

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever,

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PN S s Py -

— T

Send $300 worth of bitcoin to this address:

bitcoin —
ACCEPTED HERE [ 1209YDPgwueZ9NyMgw519p7AABisjré SMw ]

123
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Launprafigd programmatara. Sifrét datus
Uznemuma politika nepielauj maksat jo:

» Nav nekadas garantijas ka atgus datus
» Nav garantijas ka summa nepalielinasies

» Reputdcijas zaudesana

Payment will be raised on

51672017 00:47:55

Time Left

Your files will be lost on

51202017 00:47:55

Time Left

Contact Us

124

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

e P P

= = Send $300 worth of bitcoin to this address:
bitcoin ==
ACCEPTED HERE I 12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw
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Launpratigds programmartura

» Nozagt datus
» legut konftroli par ierici

Apps &games ¥ Device -

Signal Private Messenger

Signal Foundation

Say “hello” to privacy.

o 4.5% e 100M+ 'ﬁ
2.44M reviews Downloads Everyone @

Apps & games - Device -

WhatsApp Messenger

WhatsApp LLC

Simple. Reliable. Private.

o 4.2% eam

186M reviews Downloads Everyone @

’ Google Play

83  Applications
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parkapumu gadijumaos

» Ka pamanite
» Ko darnt ja gadijase
» Publiskie kontakti
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parkapumu gadijumaos

Viedierices ir tik gudras cik gudrs ir to lietotqjs
Apzinaties savu vidi

» Pamata darba komunikacijas vide: e-pasts, talrunis, infernets,
Informacijas sistemas

» Izmantot darbam IT ietfeicamo parluku, parejam lietam citu parluku
» Darbam - MS Egde

» Parejam — Chrome, Firefox, Opera, u.c.
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Parbaudiet sava padrlUka drosibu
» Atjal
» Afsp

Settings and more {Alt+F). Update available.

article

e RSS Feeds
groovyPost.com




Riciba drosibas incidenta un 129
parkapumu gadijumaos

Parbaudiet sava parluka drosibu
» Parbaudiet cik dross ir parluks:

» https://browseraudit.com/, apraksts EaEsatil

» hitps://browserleaks.com/
MS Edge:

Fil’@fOX’ BrowserAudit



https://browseraudit.com/
https://dl.acm.org/doi/pdf/10.1145/2771783.2771789
https://browserleaks.com/
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Select a test payload...

Eacht

Parbaudiet sava parluka

ol
drosibu

Firefox 5.0 - 15.0.1 exposedProps Embedded VLC AMV



https://www.wicar.org/test-malware.html
https://www.wicar.org/test-malware.html
https://www.wicar.org/test-malware.html
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Parbaudiet sava parluka drosibu

Malwarebytes | Browser Guard

Website blocked due to trojan . .
This site has been reported as unsafe
Website Blocked: malware wicar.org

v2.622 | Trojan: 2.0.202402221618 Hosted by malware.wicar.org

Malwarebytes Browser Guard blocked this page because it may contain malicious activity. _ 5 .
Microsoft recommends you don’t continue to this site. It has been
reported to Microsoft for containing harmful programs that may try

We strongly recommend you do not continue. You may be putting your safety at risk by visiting this site. Foi to steal personal or financial information.

meore information, visit Malwarebytes Support.

&« Go back

) ) . Microsoft Defender SmartScreen
Continue to this website )

More information ™

Do not block this site again.
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Ka pamanit. Acimredzami

cidenta un 132

UMmaos

e

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Payment will be raised on

=8 Can I Recover My Files?
5162017 00:47:55

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

Time Left

Your files will be lost on
How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

4

52012017 00:47:55

Time Left

in [T

"

Send $300 worth of bitcoin to this address:

bitcoin =
ACCEPTED HERE [ 12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw

Contact Us
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Ka pamanit. Sleptie procesi.

» Pazemingjas datora veiktspéeja, netipiskie procesi

1! Task Manager
File Options View

Processes Performance App history Start-up Users Details Services

~ 100% 73% 0% 0%
CPU Memory Disk Network

) bdservicehost 957% | 272.6MB 0 MB/s 0 Mbps

[] PowerChute Data Service (32 bit) 1.2% 13.8 MB 0.1 MB/s 0 Mbps
r1 Windows Explorer 0.5% 46.6 MB 0 MB/s 0 Mbps
ﬁj WMI Provider Host 0.5% 8.2 MB 0 MB/s 0 Mbps
15 Task Manager 0.4% 284 MB 0 MB/s 0 Mbps
[#] Desktop Window Manager 0.4% 22.9 MB 0 MB/s 0 Mbps
) Opera Interet Browser 0.3% 75.0 MB 0 MB/s 0 Mbps
[#] Microsoft Compatibility Teleme... 0.3% 8.2 MB 0 MB/s 0 Mbps

Service Host: Windows Update 0.3% 6.7 MB 0.1 MB/s 0 Mbps

Power usage

Very low
Very low
Very low
Very low
Very low
Very low
Very low

Very low

Power usage trend

Very low
Low

Very low
Low

Very low
Very low
Very low

Very low
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L Setting X | search- X J§ Extenz X +

Ka pamanit. Sleptie procesi.
C  ® Chrome | chrome://extensions tf @& @6

S i T YT
= Extensions Q, Developermode @

Details Remove »

vill configure your Default Search

irowser Manager.Link used is
Details

Chrome Apps

Docs
E Create and edit documents
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Ko dart ja gadijas?

Reset your browser settings

1. On your computer, open Chrome.
2. At the top right, select More : > Settings.
3. Select Reset settings » Restore settings to their original defaults > Reset settings.

If you reset your browser settings, you have to turn some extensions on. To turn extensions on,
at the top right, select More : > Extensions > Manage extensions. Only turn on extensions

you trust.
If the steps above don't work, go to the Chrome Help Forum.

Tip: If you're a website owner, learn how to resolve malware or unwanted software issues &
related to your downloads.
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lzmantot uzticamu pretvirusu programmaturu

Consumer antivirus software providers
for Windows

If you're running a supported version of Windows, you've already got Microsoft Defender Antivirus built
in, helping to protect you against viruses, spyware, and other malware.

Malware consists of viruses, spyware and other potentially unwanted software. Microsoft Defender Antivirus
is free and is included in Windows, always on and always working to protect your PC against malware.

Hackers and scammers sometimes use fake antimalware software to trick you into installing viruses or
malware on your computer. Should you wish to explore alternatives to the already installed or available
Microsoft antimalware software on your Windows PC, the reputable security companies listed below provide
consumer security software that is compatible with Windows. Just click the company name to see the
Windows-compatible product they offer.




Riciba drosibas incidenta un 137
parkapumu gadijumaos

lzmantot uzticamu pretvirusu programmaturu

©

Microsoft Defender
for Endpoint
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lzmantot uzticamu pretvirusu programmaturu

avast!
G DATA

PANDA G

Norton (3DING V¥ o

X 'Q LOVSIRNG SCRTY

@webroot & bitdefender Suntr:it&:imae




Riciba drosibas incidenta un 139
parkapumu gadijumaos

Izmantot drosibas spraudnus parlukos

w AdBlock — best ad blocker

S5ize 12.7 ME Version 5.19.0

Malwarebytes Browser Guard

Size 45.7 ME Version 2.6.22
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Facebook reporti https://www.facebook.com/hacked/

Report compromised account

If you believe your account has been compromised by another person or a
virus, please click the "My account is compromised” button below. We'll

help you log back into your account so that you can regain control.

Cancel My account is compromised
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+2438948083.. (I R

SMS krapnieki

Jusu paku piegade ir apturéta.
Jo tas nav numurets. Ludzu,
parbaudiet un atjauniniet
pareizo adresi:

https:/postt.lol/lv Noklikskiniet

Vakar « 18:45

RCS saruna ar lietotaju +243 894 808 378

[Latvijas pasts] Jusu paka ir
nonakusi noliktava, tacu to
nevar piegadat nepilnigas
adreses dé|. Ludzuy,
apstipriniet adresi saité 12
stundu laika: https://rb.qy
/sd105]?KMc=PTy5tSDcQJ

Labdien. Seit jums raksta
Raimonds Pauls (iistais). shobrid
atrodos Dobeles autoostaa un
man steidzami vajag 450 eiro
jaunam klaviereem lai komponetu
muziku. Ja atskaitisiet naudu tad
nospeleshu koncertu tikai jums.
ceru uz sadarbibu

uz saites augspuse, atjauniniet

vai kopeéjiet URL, ievadiet

Google meklésana:
le.com?gNH=

X | c
lioPGRQ2Pr un mainiet to.

Pieskarties, lai ieladétu priekSskatijumu

18:45

@ [E RCSzinojums

@ ®
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Kopejie kontakfi

» Darba vietas kontakti, lokalais IT atbalsta dienests
» Kopejie kontakti: hitps://cert.lv/Iv/kontakti
Kontakti

Adrese: Raina bulvaris 29, Riga. LV-1429, Latvija

Telefons: +371 67085888 (zinojumu pienemsana - 24x7, CERT.LV darba laiks - darba dienas no 9:00 lidz 18:00)

E-pasts:

zinot par incidentu: cert@cert.Iv. cert@cert.gov.lv

par méstulu (SPAM) gadijumiem: abuse@cert v, abuse@cert.gov.lv
par atbildigo personu: kontakti@cert.lv

sabiedriskas attiecibas: prese@cert v

lai zinotu par ievainojamibu: cvd@cert v

sazinai ar CERT.LV datu aizsardzibas specialistu: tel.nr. +371 67085888, e-pasis: ceri@cert.lv


https://cert.lv/lv/kontakti

Audotorijas Jautajumi

Mikrotik ugunsmura ieteeicama konfiguracija:
» Aizliegt noklusejuma Mikroftik servisus, SSH, HTTP, TELNET

p IP Service List

Available From : Certificate

=1 ] P =] =}
L | B0 e

@ ssh
@ winbox
miain

L

TLS Ver...

-
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Firewall Rule =~ = +21.23.22 80803389 [=] E3

. . Gene & Actic Statisti
Mlkro.l.lk Ug General Advanced BEdra lan | Statistics

i 1ls s Mlladd src to address list Cancel
Log Apply

» lzveidof ¢

Firewall Log Prefix: Cisable
Filter Rul Address List: bad-IF Comment
Jh Timeout: | 21d 00:00:00 Copy
Remove
ieset Counters

Reset Al Counters

? enabled

1208 tems out of 1213
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Uzmacigie zvanitqji, ko darit:

» Runagjam latviski

» Blokejam numuris

» Ja nav gaidams zvans no arzemem necelam

» Zinojam CERT.lv par so, CERT ir sazinas kandli ar mobilo operatoru
drosibas parstavjiem.



Audotorijas Jautajumi

Viediencu aizsardziba:

» |zmantojam aplikacijas no drosiem avotiem
» Tiesibu caurskatisana aplikacijam

» Atpazistamu parluku lietoSana

» Drosibas spraudnu lietosana parlukprogrammas

7 .
. Opera-Browser Sk
Firefox

Google Chrome
ft Edge

146

Permission manager

Permissions removed for unused apps

Some apps haven't been used in a few months

Body sensors
0 of 1 apps allowed

Calendar

6 of 19 apps allowed

Call logs

3of 11 apps allowed

Camera

20 of 68 apps allowed

Contacts

26 of 73 apps allowed

Files and media

36 of 98 apps allowed

Location

28 of 68 apps allowec




CIVILMILITARAS SADARBIBAS VEICINASANA REGIONOS

IT datu drosibas pamati -
praktiskas iemanas ikdienas darba

5.marta 13:00 - 16:30

, NEH A Srb [lessaiste
b.marta 9:00 - 12:00
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